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Executive Summary

The European Commission’s Directorate-General for Communications Networks, Content, and Technology
initiated a consultation process in late 2022, establishing the “Software-Defined Vehicle of the Future (SDVoF)
initiative”. The initiative launched its roadmap and vision document under the Chips Joint Undertaking (CHIPS
JU)-funded FEDERATE Coordination and Support Action (CSA) in April 2024 [20]. The document addressed the
European perspective on the rapidly changing market of the automotive software industry, the key technical
challenges, such as the required abstraction of vehicles’” hardware components for successful software
development, and the need for novel toolchain, middleware, and API solutions. The initiative has collaborative
Research, Development, and Innovation (RDI) projects under the European Commission funding frameworks
that focus on creating essential building blocks for the future software-defined vehicle.

In this Gap Analysis and Technology Forecast Report, we highlight the academic and industrial perspectives on
the key building blocks required to be completed to define, implement, and evaluate the software-defined
vehicle concept in practice. We focus primarily on areas where significant gaps can be found. First, we discuss
proposed SDV architectures and their challenges in terms of interoperability and paradigm shift from
monoliths to microservices. Second, we analyse vehicles as a part of a broader continuum with other vehicles,
roadside infrastructure, and edge-cloud computing capabilities, as future APl developments will also require
changes in the supporting systems and resources. Thirdly, we address validation and verification as an integral
part of the SDV development pipeline, as vehicular software will be compatible with real-world complexities.

The automotive industry is facing a significant shift from monoliths to microservices, requiring new
architectures, interoperability solutions, and collaborations across various stakeholders. This shift requires
flexible, service-oriented architectures, real-time data processing, and robust cybersecurity frameworks to
support traffic and vehicular systems’ increasingly complex and connected nature. We stress that overcoming
technical challenges, such as enabling seamless interoperability between different components, platforms,
and services, is essential for the widespread adoption and economic success of SDVs. Creation, management,
and governance of engaged ecosystems and collaborative efforts in building non-differentiating building
blocks will enable collaboration and foster innovation in the future of autonomous and connected vehicles.
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Purpose of this document
This document is the official Deliverable “D2.6 Technology Forecast Report” M12 as promised in the proposal.

Due to the importance of the topic “Software Defined Vehicle of the Future”, the associated challenges, and
earlier “Vision and Roadmap” publication (April 2024), this technology forecast and gap analysis document
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1 Introduction
1.1 Software-Defined Vehicle: Towards Programmable Interfaces

Modern cars implement technologies for automatic braking, Cooperative Adaptive Cruise Control, preventing
unwanted lane crossing, suggestions for charging stations, and so on, to supply drivers’ cognition and prevent
accidents. Despite the technological advancement, completely software-defined vehicles with accessible
toolchains and APIs are still under development. Most of the in-vehicular sensors and interfaces are brand-
specific or closed, limiting access to the data, computing, and networking capabilities and thus hindering, for
example, vehicular machine learning and artificial intelligence (ML/AI) application development. To enable
connected vehicles to utilise all the available data sources, Al/ML computing resources, and networking
capabilities, general interfaces and software platforms must be defined [20,65]. To reach this goal, vehicles
must enable real-time computing, communication, and data resources for programmable interfaces. The
current vehicular computing environment is still vendor-fragmented. It lacks practical and general interfaces
and software systems that enable connected vehicles to utilise all the available data sources, Al/ML computing
resources, and networking capabilities.

Connected vehicles and vehicular computing are a potential solution for providing services and applications
for drivers and traffic situations [5, 43]. With increased networking and computing capabilities, vehicles can
perform challenging inference and learning tasks to support drivers’ cognition and provide additional
information for route planning, intelligent charging, and driving safety. Such intelligent systems demand
training data, which in-vehicle sensors and external databases can provide. However, how to make this
information available, processed, and utilised in a challenging real-time and mobile environment is still an
open question. The development of vehicular edge [5,13] is foreseen to enable real-time, mission-critical,
context-aware, and efficient intelligent applications. Such applications will support fully autonomous driving,
which is known to be hazardous in imperfect conditions, and the driver’s interaction with the automation and
capabilities to take control of the vehicle when required. In addition, many non-safety critical applications will
benefit from novel software interfaces.

Intelligent driving support and autopilot-driver interaction require machine learning (ML) and artificial
intelligence (Al) solutions. The existing systems usually utilise data from in-vehicle sensors [13], such as
cameras, LiDARs, radars, and speed meters [27,58]. This information can be used to, for example, improve
lane [50] and road pothole [29] recognition. Solutions for detecting drivers’ behaviour while using
smartphones during driving [87] and drunk driving [53] have been explored. However, the results underline
that human drivers’ perception and reasoning still maintain an advantage compared to fully automatic vehicles
[76]. Different services and data sources are needed to understand the whole picture of driving performance
and safety. Local real-time computing can ease drivers’ senses to see "around the corner" and detect
hazardous situations. To enable connected vehicles to utilise all the available data sources, Al/ML computing
resources, and networking capabilities, general and open interfaces and software platforms must be defined
[20,65].

A software-defined approach to configuration, orchestration, and maintenance of the required sensors and
actuators, data processing, storage, and network resources and the resulting dynamic and complex systems
of interacting vehicles (with their sub-components), edge nodes, and cloud services is required to make the
vehicle-edge-cloud continuum possible in the first place. Developments on software-defined solutions and
reference architectures for vehicular and edge-cloud computing have been suggested recently [65]. The
concept of the software-defined vehicle is required to manage the numerous electronic control units, sensors,
and their connections through in-vehicle networks alone [21,33]. Furthermore, the software-defined
networking approach is a prerequisite for managing vehicular ad-hoc networks of connected vehicles

* K %

qy_© T
\\_ﬂ\%hlpSJU 873 o

* 4 K




=

_dEDERATE _

necessary for the evolving smart traffic and transport systems [15]. The offloading and external data services
then require software-defined, multi-access edge-cloud solutions [6, 85] to be dynamically, scalably, and
securely orchestrated with the vehicular environment.
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Figure 1: An overview of the FEDERATE SDV building block categories (Hardware/Software Abstraction, Middleware and
API Framework, and Automated DevOps Toolchain) and corresponding themes discussed in this paper.

1.2 Building Blocks for Software-Defined Vehicles

Building blocks (BB) are non-differentiating reusable components that enhance the development of the
automotive software stack and complementary parts on the edge-cloud continuum [20]. Agreeing on these
building blocks and maintaining them continuously are the key objectives of the SDVoF initiative and related
research, innovation, and development projects. By building this shared knowledge and agreement with
"atomic" services, the critical building blocks, we expect to have commonly agreed concepts, components, and
interfaces that are highly dependable, robust, secure, and well-tested. In the beginning, three main categories
of building blocks were considered. However, these will be defined more robustly and specifically when the
projects progress. The main building block categories are:

e Hardware/Software Abstraction: These building blocks separate hardware components from
software, allowing the software to function independently of the underlying hardware. They facilitate
interoperability and enable efficient integration across various hardware platforms.

¢ Middleware and APl Framework: These building blocks provide software tools that connect the
hardware and application layers, providing essential services like communication, security, and data
management. They ensure seamless interaction between different software modules.

e Automated DevOps Toolchain: These building blocks provide tools that automate the software
development lifecycle, including continuous integration, testing, deployment, and monitoring. The
goal is to speed up development and ensure software quality.
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This paper analyses the state of the art of the mentioned building block categories from the software
engineering perspective, considering gaps in knowledge and technical implementations that should be
developed soon (see Figure 1). We cover Software-Defined Vehicle architectures and interoperability aspects
of HW/SW abstraction. We cover the Edge-Cloud Continuum, roadside infrastructure readiness, and vehicle-
to-vehicle and in-vehicle communication aspects as the critical building blocks for seamless integration into
vehicular computing space. Finally, we discuss validating and verifying by automated DevOps toolchains and
building healthy software ecosystems to ensure vehicular software life cycle and quality of end products. As
the SDV development will require transformation from monolithic software components and silo providers to
microservice-based architectures and agile ecosystems, we discuss the transformation path aiming to provide
not only technical capabilities but also integrity, accountability, and dedication towards the shared goal.
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2 Software-Defined Vehicle Architectures

This section provides an overview of Software-Defined Vehicles (SDVs) architectures that should be considered
in the future. Software-defined vehicles represent a paradigm-shifting evolution in electrical and electronic
(E/E) architectures, offering a significant increase in flexibility compared to traditional system architectures.
This flexibility is crucial for supporting the rapid development cycles demanded by autonomous driving
technologies, where the separation of software and hardware functions allows for more dynamic and
adaptable vehicle systems [38,42].

Traditional distributed E/E architectures typically feature tightly coupled hardware and software optimised for
specific feature sets. As such, the industry is increasingly moving towards SDVs, which utilise new E/E
architectures with high-performance computing capabilities [69,92]. Containerisation and virtualisation are
essential technologies within the SDV framework, facilitating rapid software deployment and updates crucial
for maintaining the performance of intelligent vehicles [89]. Moreover, Model-Based Systems Engineering
(MBSE) is increasingly employed in the automotive industry to manage the complex design processes of SDVs.
MBSE addresses the resource allocation challenges by formally describing vehicle resources, safety
requirements, and optimisation objectives [10]. This shift brings opportunities and challenges, particularly in
vehicle architecture, cybersecurity, and system integration [55,63].

2.1 Service-Oriented Architectures (SOA) in Automotive

Service-oriented architectures (SOA) are emerging as a promising solution to the challenges posed by the
increasing complexity of automotive software systems. SOA allows for the dynamic integration of software
components, enabling more flexible and scalable vehicle architectures. This approach is particularly well-
suited to the needs of SDVs, which require the ability to adapt to changing software requirements and system
configurations [26].

Research has shown that SOA can significantly improve automotive software systems’ functional suitability
and scalability. However, implementing SOA in the automotive domain also presents challenges, particularly
in ensuring the system’s security, safety, and reliability [14,72]. Despite these challenges, SOA is gaining
traction as a critical architectural approach for future automotive systems, offering a way to manage the
complexity of SDVs while maintaining high standards of performance and security [19].

2.2 Mainstream Classic Architecture

AUTOSAR Classic Platform: The AUTOSAR (AUTomotive Open System ARchitecture) Classic Platform has been
the cornerstone of automotive software development for over a decade. It provides a standardised framework
for the development of deeply embedded systems, with an emphasis on safety, security, and predictability.
The layered architecture facilitates modular development, allowing for the seamless integration of various
hardware and software components, essential for meeting stringent real-time requirements [12].
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2.3 Popularized Architectures

Adaptive AUTOSAR: This builds upon the classic platform by introducing flexibility and adaptability, critical for
modern vehicles that require dynamic software updates and re-configurations. This architecture supports the
complex software demands of autonomous driving and connected car technologies. By providing standardised
services and APIs, Adaptive AUTOSAR facilitates integrating new functionalities as vehicle software continues
to evolve [11].

Automotive Grade Linux (AGL): This open-source initiative seeks to create a unified software platform for
connected cars. Supported by significant manufacturers, AGL is noted for its flexibility and rapid development
cycle. Its influence extends beyond IVI systems to cover telematics and instrument clusters, making it a
versatile and integral part of the automotive ecosystem [51].

Android Automotive OS: Google’s Android Automotive OS is gaining traction due to its robust ecosystem and
extensive integration capabilities. It supports extensive customisation and third-party app development,
making it a versatile platform for infotainment and broader vehicle system integration. Its user-friendly
interface and the leverage of the expansive Android developer community enhance its appeal across the
automotive industry [66].

It is worth mentioning the Android Open Source Project (AOSP) and Android Automotive OS (AAOS) part of
Google’s SDV Ecosystem. The AOSP forms the open-source foundation for Android, offering a flexible and
modifiable platform that manufacturers and developers can leverage to build custom systems. AOSP cannot
use Google Services, but it can use Android Runtime for APK execution. Android Automotive OS (AAQS)
extends AOSP by integrating vehicle-specific features like the Vehicle Hardware Abstraction Layer (HAL). This
enables direct communication between the operating system and car hardware components such as
infotainment, HVAC, and other in-car functionalities. Unlike AOSP, AAOS is specifically tailored for automotive
applications, offering a comprehensive framework for in-car system development. On the other hand, AAOS
does not include Google Services unless Car OEMs sign a separate contract. However, manufacturers can
enhance AAOS further by incorporating Google Automotive Services (GAS), a proprietary suite of services that
includes Google Maps, Google Assistant, and the Google Play Store. While AAOS functions independently,
providing automakers the flexibility to customize and develop unique in-vehicle experiences, integrating GAS
introduces Google’s ecosystem of services, enriching the user experience. This integration, however, requires
a licensing agreement, making GAS optional but highly valuable for delivering seamless connectivity, app
availability, and advanced navigation capabilities, enhancing AAOS beyond its native feature set [62].

2.4 Latest Developments and State-of-the-Art Architectures

Microservice-Based Architectures: A major trend in SDV architectures is the shift towards microservices,
where the vehicle’s software is broken down into small, independent services that can be updated and scaled
independently. This architecture supports continuous integration and deployment (CI/CD), enabling
manufacturers to roll out updates and new features more frequently with reduced risk of disrupting existing
functions [32].

Containerised Solutions: To manage these microservices effectively, containerisation platforms like
Kubernetes are employed. These platforms provide the necessary infrastructure for deploying, managing, and
scaling services across various environments—on the vehicle, at the edge, or in the cloud. This approach aligns
with the broader industry trend towards cloud-native technologies, enhancing the resilience and scalability of
automotive software architectures [47].
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Al-Driven Architectures: Artificial Intelligence (Al) is becoming increasingly integral to SDV architectures,
particularly in autonomous driving systems and advanced driver-assistance systems (ADAS). Al-driven
architectures enable real-time decision-making and predictive maintenance, improving the vebhicle’s
adaptability to changing conditions and enhancing safety [9,37].

a = = p
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n S Automation Tools |+ IDE
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infrastructure as code, CI/CD bl Analysis Tools + Automated Test Tools : Build Automation (eglenkins) | | . Model-Based Design Tools (e.g.
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Figure 2: An example of the Layered Tooling Reference Architecture for SDVs.

2.5 Vision and Roadmap Towards Microservices

To this end, the FEDERATE project and SDVoFs initiative advance these state-of-the-art principles by
integrating a holistic approach that builds upon the foundational concepts of microservices and modular
architecture and extends them to address the specific challenges and opportunities presented by the next
generation of vehicles. For instance, the project’s approach goes beyond traditional microservices by
considering the potential of dynamic service orchestration, which allows the vehicle’s software stack to adapt
in real-time to varying conditions, such as changes in network connectivity, cybersecurity threats, or evolving
user preferences. This capability is particularly critical in autonomous and connected vehicles, where the ability
to respond to and recover from unforeseen events rapidly is a crucial determinant of safety and reliability.

Thus, this transition to microservices and modularity is well-aligned with the Layered Tooling Reference
Architecture for SDVs, promoting a structured software development approach (see Figure 2). This
architecture typically includes the Hardware Abstraction Layer, Operating System Layer, Middleware Layer,
Application Layer, and User Interface Layer. Each layer has specific tools and frameworks designed to support
microservices’ development, testing, and deployment, ensuring optimised operations across the entire vehicle
software stack [31]. Some reference architectures, such as RobotKube [49], already exist for orchestrating
containerised microservices in large-scale multi-robot systems using Kubernetes and ROS. RobotKube is built
on an event-driven architecture and can automate software deployment, configuration, and data collection
across software-defined vehicles and other connected entities in Cooperative Intelligent Transport Systems
(C-ITS). Key components include an event detector and an application manager that orchestrates software
based on real-time data. Open challenges include reducing orchestration latency, ensuring scalability and
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compatibility in heterogeneous systems involving diverse hardware and software platforms, and efficiently
managing resources in environments with limited computational power, memory, and network bandwidth.

2.6 Key Challenges

Complexity of transitioning from traditional, monolithic architectures to dynamic, service-oriented
architectures provides integration and transformation challenges, especially given the reliance on
tightly coupled hardware and software systems.

The architecture should provide security already on the design level as more interconnected, software-
based platforms make vehicles more vulnerable to cybersecurity threads.

The architecture should provide seamless interoperability between different components, platforms,
and services, as SDVs require highly coordinated and efficient communication across various systems
and networks to function effectively.

One of the challenges in applying a dynamically orchestrated SOA in SDVs lies in managing the inherent
trade-offs between flexibility and strict real-time performance in safety-critical functions. While SOA
provides modularity and scalability, allowing services to be composed and reconfigured dynamically,
these benefits introduce risk factors with the deterministic execution required in hard real-time
systems. In the context of functions such as brake control, where the latency of any operation could
make a critical difference, the orchestration of services introduces variability in execution times and
communication latencies, making it challenging to guarantee the fixed response times necessary for
critical automotive operations. In this vein, academia and industry are investigating hybrid
architectures that combine SOA’s benefits with tightly controlled, deterministic pathways for critical
functions. These hybrid systems aim to preserve the modularity of SOA while isolating real-time,
safety-critical processes to ensure they meet the stringent timing and reliability requirements essential
for automotive safety. [73]
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3 Interoperability Aspect in SDVoFs

Seamless exchange of data between two or more systems or components and the use of them as meaningful
information is what is defined as interoperability [70]. The definition of interoperability has evolved
considerably over the last two decades with the development of countless technologies, application systems
and multi-disciplinary approaches to engineering. One of the recent works [57] related to the context-aware
software systems (CASS) has discussed interoperability theoretical framework (ITF), which observed
interoperability in two aspects, i.e. structural and behavioural. The structural one considers context,
perspective, levels, purpose and attributes, which compose interoperability. The behavioural aspect deals with
its evaluation methods, challenges, issues and advantages. SDVs have their basic vehicle controls and
advanced autonomous driving functions, majorly depending on the software that must interoperate
efficiently.

In the current era, SDVs incorporate diverse hardware and software from suppliers that follow numerous
communication protocols to interact with the external world, i.e. environment and infrastructure. Therefore,
studying interoperability in this context is a technical necessity and lays the foundation for innovative research
and development. The need for open and interoperable platforms has necessitated the classical architectures
in SDVs to adopt SOA and microservice architecture. To ensure the dynamic interactions between in-vehicle
and external systems, monolithic software breaks down into independent services developed and deployed

without disrupting the overall vehicle system [67].
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P ¥ ) puts \interpreting MQTT, Apache Kafka. ISO 21448 (SOTIF), ISO 24089. - Accurate interpretation of the
(Level 4) road signs and adjusting vehicle
. context.
behavior)
Ensures that systems can
Interoperability software updates, traffic situations, SGNR, TSN, IS0 21434 (cybcrsccurlt}f), and compromise compatibility
B . X DDS-XRCE, MQTT. IEEE 1609.2 (V2X security), . .

(Level 5) or sensor inputs. It is essential for IEEE 802.1 with updated or evolving software
Over-the-Air (OTA) updates and o (futureproofing SDVs)
handling dynamic environments.

_— Focusf:s on a.hgnmcrft between . UN Regulation No. 157 ; CDOI‘d.lIlﬂl.tIDH across sectors
Organizational organizations, ensuring collaboration API-based systems, . (OEMs, Tier-1 Suppliers,
i X (Automated Lane Keeping Systems),
Interoperability | and consistency RESTful APIs, ISO 26262 (Functional safety) regulators).
(Level 6) between different stakeholders Open Platforms unetional salety ), - Cohesive development and
GDPR. .
(manufacturers, developers, regulators). Compliance.

Table 1: Six-Tier interoperability Level Framework for SDVoF.
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3.1 Six-Tier Interoperability Framework for SDVs

Different components, data sources, and interfaces in Software-Defined Vehicles are often procured from
various vendors, causing compatibility issues. Therefore, interoperability is crucial in ensuring heterogeneous
system integration, an adaptation of legacy systems, real-time communication, third-party integration,
scalability, cross-system compatibility, modular software updates, and so on [3]. Cohesive interaction among
different systems, components, and platforms requires a multi-layered concept of interoperability. The
FEDERATE project SDVoFs initiative considers multi-dimensional facets of interoperability in its SDV
architecture. Each level of interoperability contributes to the seamless interactions with cloud services and
V2X networks.

Analysis of different levels of interoperability for SDVoFs is provided in Table 1. This Six-Tier Interoperability
Framework for Software-Defined Vehicles (SDVs) provides a comprehensive approach to ensure seamless
communication and coordination across systems. It begins with technical interoperability, which focuses on
hardware and software communication and progresses through syntactic and semantic interoperability to
ensure data is correctly formatted and interpreted. Pragmatic interoperability addresses the contextual use of
data, while dynamic interoperability ensures real-time adaptability. Finally, organisational interoperability
emphasises collaboration between stakeholders, such as manufacturers and regulators, to promote cohesive
development and compliance across the SDV ecosystem.

3.2 Key Challenges

e Vehicles consist of diverse components and systems, which often come from various vendors and
follow different protocols, making it difficult to ensure compatibility.

e At a certain level, legacy systems must be adapted to new service-oriented architectures to maintain
backward compatibility.

e Real-time communication between in-vehicle systems, external infrastructure, and cloud platforms
should be achieved to have SDVs function effectively in real-world environments.
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4 Intelligent Transportation Systems and Vehicular Edge-Cloud
Continuum

The advent of smart vehicles has sparked significant interest in developing intelligent transportation systems
(ITS) [7]. In smart cities, ITS is crucial in improving transportation safety, mobility, and environmental
sustainability by utilising modern technologies like connected vehicles, autonomous vehicles, and intelligent
traffic signals [44]. A critical component of ITS is the road-side infrastructure and the concept of vehicular
edge-cloud computing [64, 65]. This section examines the necessity and implications of these technologies,
drawing from the existing literature.

4.1 Roadside Infrastructure

Roadside infrastructure refers to the various sensors, communication devices, and computing resources
installed along roadways [74]. These include roadside units (RSUs), which facilitate Vehicle-to-Everything (V2X)
communication, and various sensors that monitor traffic flow, environmental conditions, and infrastructure
health. Intelligent roadside units, equipped with advanced sensors and communication modules, enable smart
traffic control, environment perception, and vehicle-to-everything communication [4]. Roadside infrastructure
and edge-cloud continuum support the seamless operation of smart vehicles by providing real-time data and
connectivity [77], expanding vehicular data capabilities from single-vehicle applications to connected,
resourceful applications.

Roadside infrastructure is critical in improving road safety by enabling real-time communication between
vehicles and the environment. For example, RSUs can relay information about road hazards, traffic conditions,
or weather changes to approaching vehicles, allowing them to adjust their behaviour accordingly. This
infrastructure also facilitates traffic management by providing authorities with real-time data on traffic flow,
which can be used to optimise traffic signals and reduce congestion. Additionally, while smart vehicles are
equipped with a suite of sensors, there are limitations to what onboard sensors can detect, especially in
challenging environments like urban canyons or during adverse weather conditions. Roadside sensors can
augment vehicle sensing capabilities by providing a broader and more accurate picture of the surroundings,
given that they are placed optimally to balance cost, redundancy, and coverage [82]. Moreover, roadside
infrastructure enables cooperative driving, where multiple vehicles coordinate their actions to improve traffic
flow and safety. This is particularly important for technologies such as platooning, where vehicles travel in
close proximity at high speeds. RSU relaying enhances the performance of vehicle platooning by reducing
communication link failures and inter-vehicle distances [30].

Despite the advantages mentioned, there are a couple of disadvantages to RSUs as well. Firstly, deploying
roadside infrastructure is capital-intensive, requiring significant investment in hardware and software.
Maintenance costs are also substantial, particularly in urban areas where infrastructure is more prone to
damage and wear. These costs can hinder widespread adoption, especially in developing regions [34]. Besides,
as the number of smart vehicles increases, the demand for roadside infrastructure will also grow. Ensuring the
infrastructure can scale to accommodate millions of connected vehicles is a significant technical and economic
challenge. Furthermore, roadside infrastructure is a potential target for cyber attacks, which could disrupt ITS
operations [23,83]. Ensuring robust cybersecurity measures is critical, but this adds to the complexity and cost
of deployment.
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4.2 Vehicular Edge-Cloud Continuum

On the other hand, vehicular edge computing can be considered as a complementary approach to roadside
infrastructure. Vehicular edge computing (VEC) involves offloading computational tasks from the vehicle to
nearby edge servers [56], typically located within the roadside infrastructure, such as base stations. This
approach reduces latency [52] and conserves onboard computing resources, making it a key enabler of real-
time applications in smart vehicles. Moreover, VEC allows vehicles to offload intensive computational tasks,
such as image processing or Al-based decision-making, to edge servers. This conserves vehicle onboard
resources and enables more complex applications that would otherwise be infeasible. Besides, VEC can be
more easily scaled than centralised cloud computing because it leverages distributed resources. Each edge
server serves a localised area, reducing the overall burden on the network and making it easier to manage
traffic spikes.

Similar to roadside infrastructure, some cons are associated with vehicular edge computing. Deploying edge-
cloud computing resources is expensive [61]. The cost includes not just the edge servers themselves but also
the necessary networking equipment and power supply. Furthermore, VEC introduces additional security risks,
particularly around data integrity and privacy [25]. Since data is processed at multiple edge nodes, there is an
increased risk of interception or tampering, making it critical to implement robust security protocols. Besides,
ensuring that different edge computing nodes can work together seamlessly is a significant challenge [68]. For
example, a smart city with a dense network of autonomous vehicles, all connected through edge computing
nodes to ensure real-time navigation, traffic updates, and safety monitoring, etc., will suffer from scalability if
the volume of the exchanging data increases exponentially and latency will also increase if various requests
from vehicles overload edge nodes. If the edge nodes are not scalable or poorly coordinated, they may struggle
to handle the surge in data and reduce latency. This requires standardisation across hardware and software
platforms, which can be challenging given the diversity of stakeholders involved.

4.3 Future Developments

The necessity of roadside infrastructure and vehicular edge-cloud continuum computing depends mainly on
the specific applications and the scale of the ITS deployment. The benefits of roadside infrastructure and VEC
are clear for high-density urban areas, where real-time traffic management and safety are paramount. They
provide the necessary support for advanced applications such as cooperative driving and real-time traffic
optimisation. However, in less congested or rural areas, the cost and complexity of deploying such
infrastructure may outweigh the benefits, especially if vehicles are equipped with sufficiently advanced
onboard systems.

Combining robust onboard vehicle systems with selective deployment of roadside infrastructure and vehicular
edge-cloud continuum may offer the most practical and cost-effective solution. This would allow for the
scalability and flexibility needed to accommodate a wide range of environments and use cases, ensuring that
the benefits of smart vehicles are realised without imposing prohibitive costs. While roadside infrastructure
and vehicular edge-cloud computing are not universally necessary, they are critical enablers of advanced ITS
applications, particularly in high-density or safety-critical scenarios. Their deployment should be strategically
planned, considering the ITS ecosystem’s immediate benefits and long-term sustainability.
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4.4 Key Challenges
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Novel functionalities and rapid technological advancement in vehicles require more modular and
flexible architectures that are not currently fully supported on the roadside and edge-cloud
infrastructure.

Required real-time computing presents complexities in ensuring secure and reliable systems across
diverse systems and platforms.

Standardization across OEMs and regions in the edge-cloud continuum for vehicular computing is
essential for ensuring interoperability, scalability, and security in a globally connected automotive
ecosystem. It enables seamless communication between vehicles, cloud platforms, and infrastructure
by establishing common protocols and data formats, reducing fragmentation and promoting
compatibility.
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5 V2X Communications

Maintaining real-time situational awareness of the environment for safe autonomous driving is challenging to
achieve solely through the vehicle’s perceptual capabilities due to the limited sensing, computing, and
communication resources at the vehicle level. To overcome the limitations of autonomous driving in level four
and beyond, a collaborative perception (CP) system can be implemented to facilitate vehicle-to-network and
cloud connectivity. In this venture, V2X technology enables vehicles to connect with their surroundings—
neighbouring vehicles, cyclists, pedestrians, and road infrastructure, via wireless links for improved driver
awareness and automotive safety.

In 1999, the U.S. Federal Communications Commission (FCC) allocated 75 MHz spectrum in the 5.9 GHz band
for Intelligent Transportation Services (ITS). This allocation led to the initiation of research activity to develop
and deploy V2X communications. The research resulted in the introduction of the first set of radio standards
for V2X in 2010. These standards were based on the IEEE 802.11p technology and developed in the US as
Dedicated Short-Range Communications (DSRC) [41]. Radio standards were developed by the definition of
higher layer standards, message formats, protocols, and applications in Europe and the U.S. [28]. Furthermore,
direct communications via sideline between vehicle to vehicle or infrastructure have been enabled with the
introduction of Proximity Services (ProSe) in 3GPP Long Term Evolution (LTE) Release 14 and evolved in Release
15, which functions without or with any involvement of the Base station or the gNB. As a step forward, an
evolved version of V2X known as cellular V2X (C-V2X) enables both direct and network connections to emerge.

In C-V2X, direct communications are enabled via the PC5 interface and network communications via the Uu
interface. The PC5 interface allows vehicles to communicate directly with other road users and roadside
infrastructure using sidelink channels. Thereby, the direct communication mode that allows vehicle-to-vehicle
(V2V), vehicle-to-infrastructure (V2l), and vehicle-to-pedestrian (V2P) communications, etc. does not
necessarily require any network infrastructure. For this direct communication, a specialised WiFi mode in the
5.9 GHz frequency band, which enables short-range (< 1 km) ad hoc communication with local vehicles,
pedestrians and road infrastructure, is utilised. On the other hand, vehicle-to-network (V2N) communication
is enabled via the Uu interface, which operates in the traditional mobile broadband spectrum. V2N connects
conventional mobile networks to vehicles to receive real-time information via edge-cloud continuum services,
such as local road traffic and road and weather conditions. Thereby, V2N plays a pivotal role in enabling
services such as over-the-air updates, information sharing, and task offloading. Collision avoidance actions are
expected to be executed using onboard vehicle sensors in critical situations. At the same time, emergency
alerts will be communicated through V2V and V2l systems, and enhanced risk avoidance will be facilitated via
V2N information sharing.

5.1 Vehicular Communication Standardisation

Concerning V2X communication standardisation, regulatory bodies such as IEEE [36], 3GPP [1,71], and
Intelligent Transportation Systems (ITS) [39] have proposed standard network requirements for autonomous
driving. 3GPP has defined V2X communication modes 3 and 4, which allocate network resources based on the
vehicle’s coverage status, whether within or outside network coverage. 3GPP has also identified and proposed
network service requirements for prominent use cases, including vehicle platooning, advanced driving
assistance, extended sensing, and remote driving [86].

The standardisation focuses on addressing key challenges in V2X-assisted automated driving, including
achieving the timing and end-to-end communication latency, testing methodologies, network resource
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allocation, integrating network infrastructure and maintaining trustworthiness in the communications
regarding safety, security, reliability, and resilience. In this regard, minimising communication latency and
timing is essential, especially in time-critical scenarios. As per 6G network standards, the maximum latencies
for critical applications should be under 1 ms, while those for information-sharing applications should be under
30 ms. Additionally, data rates must exceed 1 Gbps for 5G and 100 Gbps for 6G in V2X applications. Further,
experimental validation of the proposed V2X standards is ongoing and works in [24,54] present the impact of
hardware limitations, interoperability, and network resource unavailability on the network performance.
However, many challenges still exist regarding V2X deployment.

5.2 Towards Large-scale V2X Deployments

Europe is at an early stage of commercial V2X deployment. A significant challenge has been the lack of
consensus among industry players regarding the communication protocol. The ongoing debate between DSRC,
based on wireless local-area networks, and C-V2X, utilising LTE and 5G, has hindered progress. Each player has
preferences, prolonging discussions around these technologies. Nonetheless, V2X hardware providers,
software providers, and cybersecurity companies have developed solutions compatible with both protocols,
allowing deployment without compatibility concerns. However, since DSRC and C-V2X are fundamentally
incompatible at the access layer, achieving dual compatibility requires advanced hardware and further
development. While this hybrid approach can temporarily address interoperability issues, it is not a sustainable
long-term solution; many experts predict that one protocol will eventually prevail. Additionally, expanding V2X
services on a large scale will necessitate deploying more on-board units (OBUs) and road-side units (RSUs),
which consumes considerable time and cost. As of 2023, North America and China have primarily converged
on C-V2X, phasing out DSRC. In contrast, Europe remains divided, with Volkswagen using DSRC while BMW
and Daimler support C-V2X.

A significant challenge is the public’s limited understanding of V2X technology and its potential, which creates
uncertainty in market demand and makes it difficult to predict consumer interest. Given consumers’ strong
desires for safety and convenience—both of which V2X can provide—there is significant potential demand.
The issue is not whether demand exists but whether consumers are informed enough to realise how V2X can
meet their needs. Consequently, industry players must invest not only in the technology itself but also in
educating consumers about its benefits and creating innovative, appealing services [8].

5.3 Key Challenges

e There is a lack of consensus on the V2X communication protocols, leading to fragmentation that may
slow progress towards agreement on architectures and hinder application development.

e Achieving compatibility between incompatible systems is a significant technical challenge, which
requires advanced hardware and further development to support dual compatibility in the interim.

e Expanding V2X services on a large scale presents practical and financial difficulties, particularly in
deploying additional onboard and roadside units, which is time-consuming and costly.
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6 In-vehicle Communication

6.1 CAN protocols

The CAN (Controller Area Network) protocol is a vehicle bus standard that enables communication between
microcontrollers and devices without needing a central host computer. Initially designed for automotive use
by Bosch [45], it has since expanded into various industrial applications. The protocol works on a multi-master,
multi-drop network, where any node can initiate communication with another. Messages are assigned unique
priorities via their identifiers, and when two nodes transmit simultaneously, the message with the higher
priority (lower identifier number) gets transmitted first, while the other waits and retries later. This mechanism
ensures reliable communication, making CAN suitable for real-time, safety-critical vehicle systems [75]. The
physical layer of the CAN bus transmits data over twisted-pair cables, utilising differential signalling to reduce
electromagnetic interference and enhance reliability. Each CAN message consists of several fields: the
identifier (ID), which determines priority; a control field that specifies data length; the actual data payload; a
CRC (Cyclic Redundancy Check) field for error detection; and an acknowledgement field. This frame structure
ensures data integrity during transmission [60].

Several key CAN protocols are crucial to the vehicular industry. The CAN 2.0 standard, which includes versions
2.0A and 2.0B, remains foundational in automotive communication, facilitating data exchange between
electronic control units (ECUs). CAN 2.0A uses 11-bit identifiers, while 2.0B allows for 29-bit identifiers,
ensuring flexibility and compatibility across various systems; these can be used in the same bus as long as no
extended frames are sent by controllers using 2.0B [2]. As vehicle systems became more complex, CAN FD
(Flexible Data Rate) emerged as a solution, offering higher data transmission speeds and larger payloads. This
advanced protocol reduces wiring complexity and supports more sophisticated in-vehicle functions, making it
a preferred choice for modern automotive systems [84]. CAN FD data rate can reach up to 8 Mbps, and its
payload can be extended up to 64 bytes, compared to the traditional 8 bytes in CAN 2.0. This improvement
significantly enhances data handling for applications like advanced driver assistance systems (ADAS), which
require fast and reliable communication [22].

6.2 Other In-vehicle Communication Protocols

Other in-vehicle communication protocols have emerged to meet specific needs:

e LIN (Local Interconnect Network) is a low-cost, single-wire protocol designed for simple, low-speed
communication tasks such as controlling seat adjustments or window lifts [78].

e FlexRay is a high-speed, time-triggered protocol used in safety-critical applications such as electronic
stability control (ESC) and adaptive cruise control [78].

¢ MOST (Media Oriented Systems Transport) is designed explicitly for infotainment systems, providing
high-bandwidth communication for audio, video, and multimedia data [78].

e Ethernet is increasingly adopted in automotive applications due to its high data rate and flexibility. It
is well-suited for modern, data-intensive systems like over-the-air (OTA) updates and camera systems
in autonomous vehicles. Its scalability and ability to handle various traffic classes, including real-time
and best-effort communication, allow for integrating diverse subsystems into a unified network. This
reduces the complexity of current heterogeneous in-car networks and supports the growing demand
for reliable, high-bandwidth communication essential for advanced driver assistance and infotainment
systems. [79].
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CAN XL represents a further advancement, increasing data capacity to 2048 bytes and offering higher
bandwidth to handle the growing data demands of modern automotive applications like autonomous driving
[48]. The ISO 11898 standards also govern essential aspects of CAN implementation. ISO 11898-2 supports
high-speed communication, while 1ISO 11898-3 ensures fault tolerance in low-speed environments, both
important for reliable in-vehicle networking [46]. Another significant development is ISO-TP (ISO 15765-2),
which extends CAN’s data capabilities to handle larger-scale messages, primarily used in vehicle diagnostics
[78]. In heavy-duty vehicles such as trucks and buses, SAE J1939 is widely used for communication and
diagnostics, providing a standardised framework for heavy-duty vehicle networks [80].

6.3 Key Challenges

e Limited bandwidth: Traditional CAN can struggle to handle the increasing data demands of modern
vehicle systems, such as autonomous driving [18].

¢ CAN Bus overload: Increased data transmission risks communication delays or data loss [90].

e Security vulnerabilities: CAN lacks encryption and authentication, making it susceptible to attacks
where false data can be injected or manipulated. CAN is also highly vulnerable to DoS (Denial of
service) attacks because of its design, which allows dominant bits to override the recessive ones [59].

e Ensuring compatibility with newer CAN protocols: Transitioning to CAN FD or CAN XL presents
complexities and additional costs when used with legacy CAN systems. The newer protocols improve
performance, especially in data rate and flexibility, but their co-existence with older CAN networks
may lead to challenges [16,17].
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7 Validation and Verification

7.1 SOA and temporal properties

A service-oriented architecture (including microservices) is a desirable approach for building flexible, modular
systems where independent services interact to perform a wide range of functions. For autonomous vehicles,
a prime example area of service-oriented architectures would start at data capture of each sensor, then the
fusion of this data into a comprehensive representation of the vehicle and its environment. Depending on
different conclusions drawn, the available information transforms into actuator inputs, primarily steering
angle and vehicle velocity. To realise an implementation of the example above using a service-oriented
architecture, the data (streams) must be carefully defined to reflect the nature of the underlying phenomena;
furthermore, the transforming functions (services) must be composed out of manageably sized subroutines.
In this process, complex logic and interactions emerge due to subroutine invocations that direct data
downstream while maintaining the required temporal system properties.

Temporal properties are critical when considering the verification and validation of vehicular and
transportation systems. A vehicle’s response depends very much on the intent of the vehicle combined with
the state of its environment. An example could be stopping a moving vehicle to let a passenger get out.
Depending on whether the vehicle is currently travelling on the highway or is on a rural road, we expect the
behaviour of the vehicle to correspond to the environmental state.

States and Transitions

Complexity = F(elements, interactions)
Figure 3: Visualising complexity in validation and verification processes. The image on the right represents a complex state-
transition graph where each node corresponds to a system state, and each line represents a transition between states.

The dense structure highlights the intricate interactions between the states, illustrating how the complexity increases as
the number of elements and interactions grows.
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7.2 Engineering complexity: specifying validity and implementing
verifiability

If we ignore the fact that enumerating all these possible environmental conditions is next to impossible (see
Figure 3) using conventional requirement engineering, it is even far less likely that one can assert whether the
goal for each condition is met using traditional development methods. Where the former relates to
requirements gathering and specification, the latter refers to the system engineering aspect of Validation and
Verification (V&V). The status quo concerning V&V is primarily based on reviewing requirements documents
(validation) and testing (verification). This is inadequate to achieve acceptable functional safety and security
for the software-defined vehicle.

7.3 Current Methods and State of the Art (SOTA) Approaches for V&V in
SOA

In this chapter, we explore current methods and state-of-the-art approaches for validation and verification in
the context of Service-Oriented Architecture (SOA). These methods, either individually or in combination,
provide a foundation for automating V&V processes in complex, interdependent, distributed systems while
addressing functional, safety, and timing requirements.

¢ Formal Modelling Languages: An example is Verum Dezyne which develops a language for specifying,
designing, and implementing requirements, with automated verification for completeness and
correctness. Its key feature is stateful compositionality, ideal for systems like software-defined
vehicles. Dezyne defines protocols and interactions through interfaces, ensuring safety and security.
Components are formally verified using the mCRL2 model checker. Dezyne comes with built-in code
generators. Ongoing work focuses on module specifications and integrating data for verification.
Dezyne enhances validation through executable specifications, enabling system simulations and bug
detection.

e Model-Based Design (MBD): Model-Based Design is widely used in the development of embedded
and control systems, offering visual modelling tools such as MATLAB Simulink and IBM Rational
Rhapsody. MBD supports simulation and automatic code generation, allowing for iterative testing of
the system’s functionality before implementation. In the context of SOA, MBD helps validate the
interaction between services and the timing constraints that are critical for the system’s real-time
operations.

¢ Timed Automata and Formal Verification of Temporal Logic: For SOA systems, particularly in safety-
critical applications like autonomous vehicles, ensuring that services meet strict timing constraints is
vital. Timed automata are used to model real-time systems, and tools such as UPPAAL enable formal
verification of temporal properties. These methods provide guarantees that services not only function
correctly but also adhere to timing requirements, a critical factor in real-time SOA applications.

e Contract-Based Design and Verification: Contract-based design is a method used to specify formal
agreements between different services in an SOA. These contracts define the expected inputs,
outputs, and behaviours for each service. Using formal contracts ensures that services behave as
expected and fulfil their roles in the system’s overall functionality. Tools such as OCRA (Othello
Contract Refinement Analysis) allow developers to specify and verify the compliance of service
contracts, ensuring consistency and correctness throughout the system. This approach is particularly
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useful in verifying that independently developed services meet predefined specifications when
integrated into a larger SOA, supporting modularity and reducing integration risks.

7.4 Key challenges

e The V&V process must become fully automated by removing manual test execution and manual test
definition.

e Complete and comprehensive early specification should be produced from the constituent part
specifications, allowing early validation and verification throughout the engineering process.
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8 Building the Software Ecosystems

The Software-Defined Vehicles of Future (SDVoF) initiative emphasises the creation of a robust ecosystem,
integrating various stakeholders, including OEMs, suppliers, research institutions, and open-source
communities. This ecosystem is structured around non-differentiating building blocks within the vehicle
software stack, designed to facilitate collaboration and innovation. By fostering an open ecosystem, the
initiative aims to reduce redundant efforts and streamline the development of essential software components,
accelerating the time-to-market for new features and improving cost efficiency.

The SDVoF initiative’s roadmap and vision document [20] has identified some significant challenges the
European automotive industry faces. The shift to autonomous, electric, and connected vehicles leads to
greater software complexity, where vehicle code is expected to grow dramatically, challenging both
development and maintenance. Customers increasingly demand new features and frequent software updates,
increasing the pressure towards continuous innovation. While large tech companies dominate some key areas,
creating dependencies for traditional OEMs, Non-EU manufacturers, such as Tesla, with a software-first
approach, are creating competitive pressure. Moving from proprietary software and platforms and
fragmented development initiatives towards an open ecosystem centred around non-differentiating software
solutions can decrease inefficiencies and duplicated efforts, which is essential for a strong European
automotive industry. Thus, collaborative efforts are needed to build an open SDV ecosystem and reinforce the
region’s strategic autonomy in this area.

Interoperability is a cornerstone of modern industrial and automotive systems, particularly in the context of
software-defined vehicles (SDVs). As the automotive industry shifts towards increasingly complex and
interconnected digital environments, ensuring that different systems, components, and software solutions
seamlessly work together is critical for innovation and efficiency. The Eclipse Arrowhead framework?, known
for its Service Oriented Architecture-based interoperability and microservices, provides a robust architecture
that facilitates this seamless interaction by enabling scalable and interoperable automation solutions. Such
frameworks as the Arrowhead can enhance the integration of diverse systems across the automotive value
chain within the ecosystem, ensuring that different stakeholders—from OEMs to software developers—can
collaborate effectively.

The ecosystem aims to support the European automotive industry’s strategic autonomy by encouraging open-
source solutions and reducing dependence on non-European technology providers. To avoid duplicating
efforts and ensure the utilisation of existing building blocks and design patterns, it is crucial to connect existing
initiatives and partners [20]:

e AUTOSAR: A global partnership that develops standardised software frameworks and system
architectures for intelligent mobility.

e COVESA (Connected Vehicle Systems Alliance): Focuses on accelerating the potential of connected
vehicles through collaboration.

e SOAFEE (Scalable Open Architecture for Embedded Edge): An industry-led collaboration to create
open-source architecture for software-defined vehicles.

e Eclipse SDV: Provides an open technology platform for the software-defined vehicle to accelerate
automotive software innovation through open-source communities.

! https://arrowhead.eu/eclipse- arrowhead- 2/
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Automotive Industry Associations:

e ANFIA (Italian Association of the Automotive Industry): Represents automotive component
manufacturers and other related industries in Italy.

e PFA (Automotive Platform in France): Brings together the French automotive industry to implement
sector strategies.

e VDA (German Association of the Automotive Industry): Works on establishing the right conditions for
automotive companies in Germany.

e EUCAR (European Council for Automotive R&D): Coordinates precompetitive research and
development projects for major European automotive manufacturers.

e CLEPA (European Association of Automotive Suppliers): Represents companies supplying components
and technology for safe, smart, and sustainable mobility.

However, moving from proprietary siloed value chains towards a robust ecosystem, connecting multiple
partners with various interests and goals, is challenging. In value chains, interactions and data flows are
typically linear and controlled within predefined organisational boundaries. As the scope shifts to an
ecosystem, where multiple actors contribute together in a more open and interconnected environment,
complexity increases, too. Standardising data acquisition and exchange across diverse participants in the
ecosystem, thus, becomes critical. Additionally, governance becomes more complicated, extending beyond
organisational boundaries. Issues such as intellectual property rights (IPRs) related to data analytics and
processing become more pronounced, requiring clear agreements and governance structures. [91]

Engaging stakeholders in an ecosystem is crucial, as their commitment is necessary to achieve successful
outcomes. However, if their internal priorities and needs are not addressed, there is a risk that critical actors
may withdraw from the collaborative effort, endangering the entire initiative. [35] While partners must be
open to collaborating and integrating into the ecosystem that is able to align with their own goals [81], the
ecosystem needs to be attractive enough to engage a critical mass of partners for effective outcomes [35].

Accordingly, their ability to coordinate interrelated organisations with significant autonomy is central to
ecosystems. This necessitates structures that allow different system parts to operate independently while still
adhering to common standards and predefined interfaces. This coordination is achieved through processes,
rules, and standards that help resolve issues and ensure alignment among participants. [40] Here, ecosystem
governance is necessary to manage the balance between fostering innovation and maintaining the
ecosystem’s overall health. Without effective governance, the uncontrolled growth of low-quality innovations
could harm the platform, potentially destabilising or even destroying the ecosystem. Governance helps guide
the development of the ecosystem by managing tensions and ensuring that the collective efforts of diverse
actors contribute positively to meeting market demands. [88] Overall, the governance needs to align the
interests and goals of individual partners with those of the ecosystem as a whole, allowing innovation from
ecosystem partners but in a coordinated manner [35].

8.1 Key Challenges

e Achieving seamless collaboration between diverse stakeholders, including manufacturers and
regulators, is essential to ensure cohesive development and integration of systems.

e Engaging stakeholders in an ecosystem is crucial, as their commitment is necessary to achieve
successful outcomes.

e Ecosystem governance is necessary to manage the balance between fostering innovation and
maintaining the ecosystem’s overall health.
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9 Transformation Path

Transformation towards a software-defined vehicle cannot be achieved without a people-centric
transformation path considering different stakeholders, developers, and other integral people in the
development pipeline. The technical and architectural change starts from monolithic software stacks and E/E
architectures that are transformed into more dynamic software systems, where novel paradigms of
microservices and service-oriented architectures are applied and addressed. The change will affect the whole
product life cycle and create a software-defined vehicle as a unique novel paradigm and product. The focus on
defining the transformation cannot be not only technical but also societal and community-related.

The current manufacturer landscape in the automotive industry is still siloed between large manufacturers
that manage not only the mechanics of the products but also software developed and implemented in the
market. The necessary transformation path encompasses and defines vehicular software development,
software life cycle, and developer communities and goes across all vehicles, manufacturers, and models. The
classic V model, which begins with planning and extends to the finished (validated or certified) software, does
not fulfil the requirement of a connection between the development teams. This changes not only the way
(processes, workflows, methodologies) and the tools that are used (entire toolchains) to develop the software
but also the roles of the companies and people involved in the development (new business models, changed
value chains, as well as new working methods of the development teams). Responsibilities are also shifting,
and boundaries are disappearing (the cooperation of many people involved in development, operation,
maintenance, and other service providers is necessary). An SDV is a system of systems in which everyone
involved works in parallel and is in constant dialogue with each other. This requires new skills and approaches
from those involved.

It seems clear that this transformation cannot be achieved overnight. Therefore, how this transformation takes
place must be seen as one of the critical challenges on the road to SDV. This transformation should be
integrated into the existing workflow as harmoniously as possible and step by step, building on existing
solutions, supplementing them where necessary and, if not otherwise possible, replacing them with new
approaches or technologies. This should guarantee that all those involved recognise themselves in this
transformation, actively support it, are open to the new challenges and move towards SDV together. The
successful transformation should lead to healthy ecosystems where shared resources and interfaces make it
possible for new innovative companies to enter the market, increase innovation, and support the creation of
novel products, services, and software.

To achieve a successful transformation path, it is necessary to identify the key defining aspects that
characterise the desired automotive software development pipelines and developer communities. As this
industry comes with a long history and legacy that might even be unique in the world, it might be hard to find
corresponding examples from a cross-industrial perspective. However, possible lessons learned should be
identified among other industries that have undergone a digital transformation to find the best practices, avoid
pitfalls, and ensure healthy growth during the process. Different stakeholders, developers, and communities
should be involved in creating a roadmap for the transformation path. To move along the transformation path
successfully, the necessary activities may include training and educational activities, community-building
activities, and involving a wide variety of stakeholders from public and private players. The success of the
transformation path should be measured actively as the acceptance inside the ecosystem and by utilising a
variety of healthiness measures: community engagement and activity of its members, adaptation, and usage
of the software products developed through the ecosystem, quality, and interoperability of the products and
interfaces, and so on.
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To successfully transition from siloed software development to an open ecosystem, careful governance of the
transformation path is essential. The process begins with identifying and engaging various ecosystem actors
and understanding their roles, particularly those critical to the ecosystem who may currently favour siloed
business models over open collaboration. These actors must be recognised and potentially incentivised to
participate, as not all will be willing to engage in co-developing non-differentiating building blocks without
motivation.

Once the key ecosystem actors and their roles are recognised, it becomes essential to align the prospects and
characteristics of individual organisations with the overarching ecosystem vision. This alignment ensures that
all participants are dedicated to a shared goal. To foster innovation while maintaining ecosystem integrity, a
governance structure that integrates centralised, decentralised, and group-level elements must be
implemented. This structure will manage the interactions within the ecosystem, balancing synergies and
promoting collective innovation and efficiency.

In addition, evaluating the potential for improved performance across organisational and sector boundaries is
crucial. This evaluation supports the case for collaboration and integration, ensuring that the collective efforts
of ecosystem partners are directed toward common goals while respecting the individual business interests of
each participant. Effective governance of the open ecosystem centred around non-differentiating building
blocks within the vehicle software stack seeks to minimise duplicated efforts and optimise the development
process for essential software components, thereby speeding up the introduction of new features and
enhancing cost efficiency.
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10 Conclusions

In this gap analysis and technology forecast report, we have highlighted the key challenges that should be met
when considering the future of the European Software-Defined Vehicle Initiative’s successful outcomes and
continuity in the future. In addition to technical gaps, there are those related to ecosystem maintenance,
governance, and healthiness that are especially critical for success in the long term. This report will be updated
during the FEDERATE project as outcomes from the research, innovation, and development actions come

through.
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